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Introduction

Overview

Messaging Server

The Effusia Server is the central application of the Effusia Business Messenger real-time communications system.
It provides a scalable, auditable and secure message-processing platform for use with the Effusia Console. While
extremely powerful, the Effusia Server is a lightweight application that runs comfortably on older hardware without
excessive resource use

Effusia Server Management Application

Included with the Effusia Server is the Effusia Server Management Application. Effusia Server Management is a
web-based application providing convenient access to important administration, user/group management and
reporting functionality to administrators from any computer. The Effusia Server Management Application runs via
the embedded Effusia Server HTTP server.

Intended Audience

This User Guide is for Effusia Business Messenger administrators who are responsible for managing, maintaining
and otherwise working with the Effusia Server. This User Guide describes the Effusia Server installation process,
server administration and reporting using Effusia Server Management, advanced configuration options, general
management and maintenance tasks, and provides some troubleshooting suggestions.

There are two general users of this document:
Technical Administrators
These users are responsible for the day-to-day tasks of configuring and managing the Effusia Server. To
use this document, these users should have a basic understanding of computer networking and security
concepts as well as a working knowledge of the basic structure of XML documents.
Business and HR Administrators
These users are responsible for using the reporting functionality of the Effusia Server Management
Application to ensure regulatory and internal policy compliance and investigate issues relating to
electronic communication. These users need only have a working knowledge of standard computing
concepts.

Technical Requirements

Effusia Server Requirements
Windows® 2000/XP/2003 (all versions)
500 MHz Pentium Il or compatible processor
128 MB of RAM

100 MB of hard drive space
Note: Depending on the amount of message traffic processed by your server, message logs may require
that more hard drive space be allocated for this application

256 Color VGA Video Card

Effusia Server Management Application Requirements
Microsoft® Internet Explorer 5.5 and up or Mozilla Firefox 1.0 and up
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Installing Effusia Business Messenqger Server

Step 1: Run the Effusia Server Installer, which has the filename ser ver . exe. The installer will take a moment
to extract the necessary files and initialize the installation.

Step 2: Click Next on the introduction screen.

Step 3: The installer will present you with a license agreement. This license agreement represents the full
agreement between your company and Liquid Communication Systems, LLC for the rights to use all applications
and documentation that are part of Effusia Business Messenger. Please read the agreement CAREFULLY and
click the "l agree..." button. Click Next .

Step 4: The installer will ask you to chose an installation directory. It is recommended that you allow the installer
to use the default directory, but you may change it if you like. After you have chosen a directory, click "Next" to
continue.

Note: The rest of this document refers to this directory as “the Effusia Server installation directory”

Step 5: The installer will give you the opportunity to create easy-access icons for the Effusia Server. lItis
recommended that you use the default selection, but you may choose a different icon location. When you have
chosen a group, click Next to continue.

Step 6: The installer will show you a summary of what it is about to install. If you wish to change something,
please click the Pr evi ous button and make the necessary changes. Then, navigate back to the Summary
screen and make sure everything is correct. Once you are sure, click | nst al | to start the server installation.

Step 7: The installer will now copy the necessary server files to the location you specified and create the
necessary icons.

Step 8: After installation is complete, the installer will prompt you to click Next to launch the Effusia Server
Configuration Wizard. This wizard will guide you through the process of configuring your Effusia Server for its first
run. Click Next to launch this wizard.

/2" Server Configuration Wizard g (|
Create an Initial Administrator
Username
First Ml Last
Goes By: |
Password: |

effusia |

BUSINESS MESSENGER

Mo Password Entered

] | oo |

Figure 1: Effusia Server Configuration Wizard - Admin User Creation
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Step 9: The configuration wizard will prompt you to enter the username and other information of an initial
administrative user. Once the Effusia Server is running, you will use this user to log into the Effusia Admin Tool
and create other users. Enter all required information and click Next >> .

/2" Server Configuration Wizard g =
Install the Server as a Service?

[ Install As Windows Service

i Start zerver when setup completes

* A senice is a program that starts and runs in the
hackaround when the system starts.

effusia

BUSINESS MESSENGER

Cancel == Previous

Figure 2: Effusia Server Configuration Wizard - Service Options

Step 10: The configuration wizard will prompt you to install the Effusia Server as a Windows® Service. It is
recommended that you leave both the | nstal | as W ndows Serviceand Start server when setup
conpl et es options checked. Running the Effusia Server as a Windows® Service means it will run in the
background whenever your computer is running. This is the most unobtrusive and effective way to run the Effusia
Server.

Note: When this option is selected, it is not necessary to manually run the Effusia Server by double clicking
the program icon on the start menu.

Note: For those with experience with Windows Services, the Effusia Server is installed as a non-interactive
service running under the name Ef f usi aSer ver.

/2" Sarver Configuration Wizard g O
Install the Server License

Please locate the license file with extension " lic" ar " ta"
pravided to you by your authorized Effusia distributor. Use the
browse hutton to search for the file or simply drag and drop the
file icon into the area below.

DRAG

ffusia [NCENSE
L3312 Here

Browse...
Cancel == Previous ‘ ‘ J

Figure 3: Effusia Server Configuration Wizard - License Installation
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Step 11: The configuration wizard will ask that you supply a license file. This file is required for your server to
run. This file is named license.lic and you will have received it either directly from Liquid Communication
Systems or from your authorized Effusia Business Messenger distributor. Either drag the license file’s icon
directly into the frame saying Dr ag Li cense Her e and drop it there or use the Br owse...button to search for
the file on your file system.

/2" Sarver Configuration Wizard g =
Configuration Complete

The configuration was successful. Your Effusia Server is now
running.

For information ahout advanced configuration options, please
consult the server documentation.

effusia

BUSINESS MESSENGER

L R i

Figure 4: Effusia Server Configuration Wizard - Configuration Complete

Step 12: The installer will notify you once configuration is complete. If you see a red message indicating that
there was a problem with configuration, this usually means that the server was unable to start as a service. If you
are reinstalling the Effusia Server this is most likely because the Effusia Server service was still running. Click

Fi ni sh on this screen to continue.

Step 13: Click Done on the main installer to finish the installation. If there you chose the defaults for Step 10 and
did not see an error message in Step 12, the Effusia Server will be running in the background and ready to accept
connections. Use the initial administrative user created in Step 9 to login to the Effusia Admin Tool and create
additional users.

Step 14: The Effusia Server Management Application will launch automatically in your web browser. You will see

up to two security dialogs. For information about accessing this application and about the security dialogs, see
the following section.

Using the Effusia Server Management Application

Overview

The Effusia Server Management Application is a web-based application that provides all the administration and
reporting functionality of the Effusia Server in one convenient interface. Because it is secured using 128-bit SSL
and based on web standards, this application gives you safe access to all the management functionality of the
Effusia Server from any computer that can access the Effusia Server’s built in web server.

Effusia Server Management provides the following tools:
Perform common server administration tasks
0 Registering a new server license
o Changing host and port information for server connections
0 Setting up automatic updates for the Effusia Console
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Manage Effusia users and groups
View all users currently logged into the system
Run sophisticated reports on your message traffic including
0 Message History which allows you to search for any messages sent by any users
o0 Questionable Content which allows you to find messages that contain words that you flag as
guestionable
o Usage Trends which gives you an overview of all the messaging on your system broken down by
period
o File Transfers which allows you to search for all files being transferred via Effusia
o0 Message Summary which provides in-depth analysis of who is communicating with whom in your
business

Running the Application
Access to the Effusia Server Management Application requires a web browser. Supported web browsers are
specified in the Technical Requirements section in the Overview of this document.

An Important Note about SSL and Security

Certificates and SSL

The Effusia Server Management Application uses industry standard 128-bit SSL encryption to ensure that your
data stays secure. This is the same technology which provides secure transactions for credit cards on web-based
e-commerce sites. In order to do provide this level of security, the application sends your browser a “certificate”
which indicates it is a trusted site capable of using SSL. Because this technology was primarily developed to
support enabling security on public websites, the certificate must be tied to a particular domain name such as
www.amazon.com or www.yahoo.com and be certified by a known “certificate authority” (CA). If the certificate’s
domain and the domain that sends the certificate to the web browser do not match or the certificate is not signed
by a known CA, your browser will prompt you to decide if you wish to accept the site’s security.

Your Will Receive an SSL Warning but the Application is Secure
When you login to the Effusia Server Management Application for the first time, you will receive a warning that
seems to indicate the site is not secure. The site is secure. The application will use 128-bit SSL encryption and
can be trusted. The reason you see this dialog is as follows:
1. This application runs internally on your own system, so there is no specific domain name to which the
SSL certificate may be assigned and since there is no specific domain, a CA cannot sign the certificate.
2. Because a CA cannot sign the SSL certificate, the Effusia Server Management Application uses a
certificate signed by Liquid Communication Systems, LLC, the makers of Effusia Business Messenger.
3. Your browser does not recognize Liquid Communication Systems, LLC as a trusted authority and so
alerts you with an error message.

Accessing the Effusia Server Management Application
To access the application, do the following:
1. Open your web browser
2. Enter the address of the Effusia Server admin application into your browser’s Address bar.

a. If you are working at the computer on which the Effusia Server is installed, you may enter
https://localhost:8082/.

b. If you are working at a computer on which the Effusia Server is not installed, the address you
enter must be of the format https://<server-ip>:8082/ where <server-ip> is replaced with the IP
address of the computer on which the Effusia Server is located.

3. Click the “Go” button or hit enter to bring up the Effusia Server Management launch page.

4. At this point, you will see a security alert dialog. If you have not read the above section entitled
“Important Note about SSL and Security,” you should do so now.

5. Do the following depending on your browser:
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a. Firefox Users

e e il (%] Security Error: Domain Name Mismatch
£ possile reasons forthis eror: You have attempted to establish a connection with "localhost”.
Yo However, the security certificate presented belongs ko "Effusia
B Business Messenger”. It is possible, though unlikely, that somecne
oo o esstlyta may be trying to intercept your communication with this web sie.

Please notfy the ste's webmaster abou this problem.

IF you suspect the certificate shown does not belong to

p & “localhost”, please cancel the connection and notify the site
o i administrator.
,
O Aecept this cetficae permanenty
© Aecept thiscetfcae temporarly or this sesson
e A [ok ] [[caneel | [ Hep |

o) [omed ) [0 ]

Figure 5: Firefox Security Dialogs

i. Select “Accept the certificate permanently” and click OK on the first dialog entitled “Web
Site Certified by an Unknown Authority”. This will bring up a 2" dialog.
ii. Click OK on the dialog entitled “Security Error: Domain Name Mismatch”
Click OK on this second dialog as well.
b. Internet Explorer Users
Security Alert

Information you exchange with this site cannol be viewed or
changed by others. However, theie is a problem with the sit's
secury ceniicate

/B The securily cartifisats was issued by & compang pou have
not chasen to ust, Yiew the certficats to detemmine whether
you want b trust the certifying authority.

° The security cedificate date is valid.

Y The name on the secuily cerliicate is invalid of does not
match the name of the st

Do you wank to procesd?

e E Mo Wiew Caificate

Figure 6: Internet Explorer Security Dialog

i. Click “Yes” on the dialog entitled “Security Alert”
6. Click on the Launch link located in the center of the page displayed in your browser. This will launch a
new browser window.
& Effusia Business Messenger Server - Mozilla Firefox g@
File Edit Wew Go Bookmarks Tools Help

.":,:! - I_L\’ - l% ' @ https:/flocalhost:s08z2) fjlv @ o @,

[ | | Effusia Business Messenger Server | 3¢

Effusia Business Messenger Server Management

Done localhost:8003 (5

Figure 7: Launch Link
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7. Login using an admin user (such as the one you created when setting up the server).

Figure 8: Login

8. Upon login, you may see another security dialog indicating that the page is displaying both secure and
insecure items. Simply disregard this dialog. You are now logged into the Effusia Server Management
Application and ready to begin administration.

Home
Upon logging into the Effusia Server Management Application, you will be immediately taken to the home page.

Figure 9: Effusia Server Management Home
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The listed items correspond to numbered information boxes in the above figure.

1. Quick Navigation

This area provides quick access to all other areas of the Effusia Server Management Application. Simply click on
any of the provided links to access the corresponding feature.

2. Server Statistics

A comprehensive summary of useful server statistics is provided within this information box. This information
includes the name of the company that the Effusia Business Messenger is licensed to, the expiration period of the
purchased license, server start time, and server uptime.

3. Connection Statistics

A comprehensive summary of connection statistics is provided within this information box. This information
includes the current number of users, the maximal number of users that have been connected during the server's
uptime, the total active connections, total packets processed, and total messages processed.

4. Random Knowledgebase Article

This information box contains a random knowledgebase article retrieved from the Liquid Communication Systems
website. This feature will not work if you do not have access to the external Internet.

Clicking on any of the refresh links can refresh all of the information boxes. This will cause the Effusia Server
Management Home to refresh itself, bringing the user the most current statistics as well as a new random
knowledgebase article.

General Server Administration

Overview

The Effusia Server Management Application provides the following administrative functionality:
Registering licenses
Managing server connections
Setting up console updates

The general administration features of the Effusia Server Management Application are located under the
Administration menu.

Figure 10: Administration Menu

Reqistering Licenses

The Effusia Server requires a text-only license file issued by Liquid Communication Systems in order to execute.
This license file is provided to you upon purchase or trial request of the Effusia Business Messenger system. If

you purchase additional user licenses from Liquid or if you upgrade from a trial you will be issued a new license

and be required to register it with your Effusia Server.

To register a new license with your Effusia Server, login to the Effusia Server Management application and click
Administration  License.

11 of 41



Effusia Business Messenger eff‘_/IWSia

Server User’s Guide v4.0 BUSINESS MESSENGER

Figure 11: License Registration

1. Click the Browse... button to open a File Upload dialog.

2. Locate the license file named either “license.lic” or “license.txt” provided to you by a Liquid
Communication Systems account representative. (If the license file was provided to you via email, you
will need to locate the email with the attached license and save the license file to your computer before
you can access it form the File Upload dialog.)

3. Once you have located the license file, click Open. The File Upload dialog will close and the New
License field will display the full path to your new license file.

4. Click Register

5. The Current License section will change, displaying the important information about your new license.
Your new license will be registered with the Effusia Server enabling additional concurrent user accounts
or removing any time limitations on your use of the Effusia Server.

Server Connections

The Effusia Server has two types of connections to the outside world. These are:
Messaging Listeners
Effusia Server Management HTTP Connection

To manage server connections with the Effusia Server, login to the Effusia Server Management application and
click Administration  Server Connections.
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Figure 12: Manage Server Connections

Messaging Listeners

The Effusia Server is capable of listening for connections from Effusia Consoles on any combination of IP
addresses (hosts) and ports available on the computer running the Effusia Server. For example, if your computer
contains two Network Interface Cards (NICs) which are each assigned a different IP (possibly one for the public
internet and one for your internal LAN), you may configure your Effusia Server to allow connections on a specific
port on only one IP address or on a specific port on either IP address. Additionally you may require that
connections coming from a specific IP and port combination use SSL encryption. You might use this to configure
an SSL-only connection that is available on a specific port on an external IP. Whereas local users may not
require SSL and can connect on another port on the internal IP.

Adding a connection listener

1. Select a particular IP address or “All” from the Host pulldown. (This pulldown will contain all valid IP
addresses for all NICs on the Effusia Server computer.)

2. Enter a valid port number in the port field. The port must be a valid number between 1 and 65535 and
cannot be in use by either another connection listener or any other application on the computer.

3. Check or uncheck the SSL checkbox to set whether or not the new connection should use SSL.

4. Click Add

5. The new connection information will appear in the Existing Connections listing.

Deleting a connection listener
1. Click the Delete link on any row of the Existing Connections listing
2. Click OK on the Confirm Delete dialog
3. The Confirm Delete dialog will close and the Existing Connections listing will refresh.
Note: Though you may delete all Existing Connections, it is not recommended because no Effusia
Consoles will be able to connect to the Effusia Server without any listening connections.

Effusia Server Management HTTP Port
Web Browsers connecting the Effusia Server Management application use this port in the address of the Effusia
Server Management Application.
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Figure 13: Edit Admin Port

To Change the Effusia Server Management HTTP Port

1. Enter a port number. This port must be a valid number between 1 and 65535 and cannot be in use by
another application.
Click Change
Your browser will be automatically redirected to the new address of the Effusia Server Management tool.
Note: To access the Effusia Server Management application, you must type in a URL such as
http://<ip address of the Effusia Server>: <HTTP Port > into your browser’s address line.
Changing the value of the HTTP port means that future visits to the Effusia Server Administration
application will need to use the new HTTP port number after the 2" colon in the URL.

2.
3.

Console Updates

The Effusia Server provides the ability to upgrade Effusia Consoles using special update files provided to Effusia
Business Messenger maintenance customers by Liquid Communication Systems. This gives you the power to
schedule an upgrade of all Effusia Consoles with minimal effort.

Once an update has been scheduled, all Effusia Consoles logging in will receive a notification of a required
update and the end-user will be forced to download and install the update.

To manage Console Updates, login to the Effusia Server Management application and click Administration
Console Updates.

Figure 14: Effusia Console Updates

To Add a Console Update File and Schedule an Update
1. Use the Browse button to locate the update file provided to you by Liquid Communication Systems. (This
file will usually be named “update.zip”.)
2. Click Add
3. The newly added update will appear in the Manage Updates listing
4. To schedule an update to be downloaded, click the Set Current link on your newly added update.
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User and Group Administration

Overview

The Effusia Server requires that users be established for each individual that wishes to login to the Effusia
Console. These users can then be associated with groups. User and Group administration features are located
under the Users menu in the Effusia Server Management Application.

Figure 15: User Menu

User and Group Associations Explained
Effusia allows administrators to enter user information and associate those users with groups. Users may be
associated with groups as either members or observers.

Members vs. Observers

The two different types of group associations that a user can have are member or observer. These types break

down as follows:
Members: A user designated as a member of a group will see all other group members on her contact
list. Other group members will see this user as well. For example, a user named bob@company.com that
is a member of the group “Sales” will see a group called “Sales” on his contact list containing all the other
members of the “Sales” group.
Observers: A user designated as an observer of a group will see all members of the group that he is an
observer of on his contact list. Members of the group being observed will not see the observing user
unless they are also observing the observing user’s group. For example, a user named
bob@company.com that is an observer of the group “Accounting” will see a group called “Accounting” on
his contact list containing all the members of the “Accounting” group. Members of the “Accouning” group
will not see bob@company.com.

If a user is neither a member nor observer of a group, that user will not see the group on his or her contact list.

Group Association Example 1
A company with three locations wishes to organize user contact lists into three groups with each group containing
the employees at a specific location. The locations are called “Raleigh”, “San Diego” and “London”. Setup would
go as follows:

1. Create groups “Raleigh”, “Sand Diego”, and “London”

2. For each group, add all users that work at that location as members and all other users as observers

When users log in, they will see a contact list containing all three groups.

Group Assocation Example 2
A busy company executive wants to be able to start a conversation with anyone in the company but only wants
the board of directors to be able to contact him directly. This setup would be as follows:

1. Add the executive as a member of the “Executives” group

2. Add the executive as an observer of every other group in the company

3. Add the executive as a member of the “Board of Directors” group

_Or_

1. Add the executive as an observer of the “Board of Directors” group and add the users in “Board of

Directors” as observers of the “Executives” group
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Manage Users
The manage users page allows you to add, batch add, edit and delete users. You can also edit a single user’s
associations with groups.

Adding a Single User

To add a single user, click the Add button below the list of All Users. This will open the Add/Edit User dialog.
Enter the user’s information in the Add/Edit User Information and click Save to save the user information and
close the dialog, Save & Add New to save the existing information and add a new user or Cancel to close the
dialog without saving.

Figure 16: Add/Edit User Dialog

Editing and Deleting User Information

To edit a user’s information, select the user’s username from the All Users list. Click the icon beside the user’s
name to open the Add/Edit User dialog. Change the user’s information and click Save or Save & Add New.
Clicking Cancel will close the dialog and lose any changes.

To delete a user, select the user’s username from the All Users list. Click the icon beside the username and
click OK in the Confirm Delete dialog box.

Editing User Group Associations
To change a user’s group associations, select the user’s username from the All Users list. Use the buttons

to move groups from the Unselected Groups list to either the Members or Observers list. Use the buttons
to move groups from either the Members or Observers lists to the Unselected Groups list. You may select
multiple groups by using Ctrl+Click or Shift+Click for any of these operations.

Adding/Updating Batch Users

The Effusia Server Management Application provides the ability to add or update many users in a single batch
using an Excel-compatible Comma Separated Values (CSV) file. To batch add/update users, click the Batch Add
button under the All Users list. This will open the Batch User Add and Update dialog. Use the Browse button to
locate an appropriate CSV file on your computer and then use the Add/Update button to perform the batch
operation with your file. Check the “Update information for existing users” checkbox if you want the information in
your batch file to overwrite information already stored for a given user. (Users will be matched by username.)

Find Users
The Find Users page provides a convenient set of filters for locating users. Search on username, first name, last
name and Goes By. Any fields left blank will not be searched. Use “*” as a wildcard character for any field.
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Manage Groups
The Manage Groups page allows you to create and delete groups of users. You may also use this page to
quickly associate many users with groups as either members or observers.

Adding a Group

To add a group, click the Add Group button under the All Groups list. In the Add Group dialog, enter the name for
the new group. Click Save to save the new group, Save & Add New to save the entered group but allow you to
enter more groups or Cancel to exit the dialog without saving. Group names must be unique across the system.

Deleting a Group
To delete a group, select a group in the All Groups list. Click the Delete Group button. In the Confirm Delete
dialog, click OK.

Editing Group Associations
To change the users association with a group, select a group in the All Groups list. Use the buttons to

move users from the Unselected Users list to either the Members or Observers list. Use the buttons to
move users from either the Members or Observers lists to the Unselected Users list. You may select multiple
users by using Ctrl+Click or Shift+Click for any of these operations.

View Sessions
The View Sessions page shows you how many users are logged into Effusia at any given time. For each user it
displays a count of messages sent and received as well as the total online time.

Reports

The Effusia Server Management Application is designed with business quality report production in mind.
Typically, these reports offer the user a variety of fields to modify and then retrieve data relevant to the inputted
filters. For more information on the common report input formats and utilities, please see the following Generating
Reports section. Comprehensive sets of custom reports have been included in this version of the Effusia Server
Management Application to target specific business needs. The specifics of these reports are discussed
immediately below, while the common attributes are discussed in the following Generating Reports section.

All reporting functionality is accessed via the Reports menu.

Figure 17: Reports Menu
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Message History Report

The Message History Report is the most flexible report provided in the application. It allows an Effusia System
Administrator to specify several optional fields including: a time range, a list of contained words, and participating
users. This report allows a user to query on any or all attributes of an Effusia message. Having identified a
particular message of interest, clicking Details will bring up the complete message text as well as additional
message information.

Figure 18: Message History Report with labels
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Questionable Content

The Questionable Content Report allows Effusia System Administrators to easily monitor official usage policies,
prevent against profanity, racial or sexual slurs, and insure that confidential company information is not being
leaked. The Questionable Content Report, as the name indicates, allows an Administrator to create a list of flag
words. Conversations that have included these words are pulled from the Effusia Business Messenger archives
and can be viewed and checked for offending material. There are two Questionable Content word filter lists. One
can be defined in Setup while the other one can be created dynamically on the report page. The Questionable
Content word filter list created in Setup is global and will be preservedl. Additionally, words in this list will be
highlighted in every report (when viewed electronically or printed). Questionable Content Reports can be
narrowed down to particular users or dates. More information about highlighting can be found in the FAQ.

Figure 19: Questionable Content Report with labels

! The Questionable Content word filter in Setup will optionally include most typical abusive curse words and slurs,
eliminating the need to enter them manually and removing them from common viewing.
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Usage Trends

The Usage Trends Report allows the Effusia System Administrator to look at different magnifications of system
activity for specified time ranges. For instance, in the below screenshot, the Administrator can see how many
conversation messages were transmitted each month for the 2003 year. These statistics can provide irrefutable
proof of the utility and functionality of the Effusia Business Messenger within a corporation. User trends and
productivity spikes can be identified and network resource usage can be monitored and analyzed.

Figure 20: Usage Trends Report with labels
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File Transfers
The File Transfers Report provides a comprehensive coverage of all file transfer activity taking place via the

Effusia Business Messenger system. This report can be narrowed to include particular users, selected time
ranges, certain file extensions, file size ranges. This allows Effusia System Administrators to find potentially illicit

content that may violate network security or legal policies.

Figure 21: File Transfer Report with labels
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Message Summary

The Message Summary Report provides a look at the business connectivity of particular Effusia Business
Messenger users. An Effusia System Administrator can specify particular users and a particular time range and
see the quantity and type of interactions between these users. This can indicate roadblocks in information
sharing where communication needs improvement or highlight likely and useful information distribution routes.

Figure 22: Message Summary Report with labels

Generating Reports

Overview

The Effusia Server Management Application offers many useful report templates. These include Message
History, Questionable Content, Usage Trends, File Transfers, and Message Summary. More information about
these particular reports can be found by clicking on these report names. This section will cover the generic
elements of each of these reports including using report input fields, using report selectors, sorting report results
and printing reports.

Using Input Fields

All of the reports are highly customizable and present several input fields through which an Effusia System
Administrator can narrow his or her search requirements. Many of these fields are optional and do not require
inputted data. If no data is entered into an input field it is assumed that there are no restrictions on that field (it will
act as a wild card and will match everything). The time range (“Between dates:”) input field is always required.
This prevents a user from searching all of the Effusia Business Messenger archived data at the same time”. If a
user attempts to generate a report without having entered required data the Effusia Server Management

% The amount of time it takes to generate a report varies directly with the number of messages during the time
period the report covers. With no or little restrictions on time range it may take an inordinate amount of time to
generate a desired report. Targeted searches will produce the quickest and most usable results.
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Application will indicate a report generation failure and will display required input field labels in red. Hovering over
the field label should display useful troubleshooting information. Since it is important that data entered into the
report input fields is formatted correctly the Effusia Server Management Application offers several selectors to
increase ease-of-use. It is important to use selectors whenever possible to insure that data is entered in a correct
format. More about particular selectors can be found below. More information on input field data formatting can
be found in the frequently asked questions.

Using Selectors
For report input fields that appear on several reports Effusia Server Management offers selectors to assist in
inputting correctly formatted data. To launch a selector click on the icon beside the report input field.

User Selector

The User Selector assists with the selection of one or multiple users. To launch the User Selector click on the 2
icon. The User Selector will then appear and present a list of available users from which to choose. Click on the
user name desired or hold down the control key while clicking to select multiple users. The User Selector can be
seen below (using Internet Explorer 5.1).

Figure 23: User Selector

If you return to the User Selector it will automatically select the values you have currently assigned to its
corresponding input field.

Date Selector
The Date Selector assists with the selection of definable time ranges. To launch the Date Selector click on the

T5licon. The Date Selector will then appear and present three defined date ranges: Monthly, Yearly, or Custom.
Selecting “Search a Month” and choosing a corresponding month from the select area’ will produce a time range
that includes the entire month. Similarly, selecting “Search a Year” will limit your time range to the corresponding
year in the select area. If you desire a time range that is not simply a particular month or year you can use the
generic “Search between dates” option to specify two exact dates to search between. If “Search between dates”
is selected there will be two fields in which the user can enter in dates (MM/DD/YY format). Alternatively the user
can fill these two fields in by clicking on the calendar icons to view a calendar from which to select dates. The
Date Selector can be seen below (using Internet Explorer 5.1).

® The month select area will appear after you click “Search a month” and will disappear if you select other options.
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Figure 24: Date Selector

If you return to the Date Selector it will automatically select the values you have currently assigned to its
corresponding input field.

Sorting Results
Effusia Server Management reports produce two types of results: message list results and numerical tabular
results. Message list results (results that display the content and attributes of a message) cannot be sorted.

However, all numerical tabular results (results that display statistical analysis) can be sorted.
To sort a tabular result grid, simply click on the column heading (an underline should appear under the heading as

you move your mouse over it). The lists should quickly reorder themselves in accordance with the column
heading the user selects.
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Figure 25: Message Summary sorted by conversations
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Figure 26: Message Summary sorted by memomessages

Printing Reports

The Effusia Server Management Application produces printed reports as well as online reports. Either for keeping
convenient printed archives or to send business-quality summary reports to fellow co-workers, the Effusia Server
Management Application will produce high quality printed documents for your company’s internal and external
use.

As can be seen from the outline below, printing is extremely easy.

1. Create areport

You can create a printable report from any online report. Go to whichever report you would like to print out.
Select the desired search criteria and click Run Report as usual. Whatever information is displayed in the report
results area will be the printed content. If you need to adjust the number of results being displayed, remember
that you can do this in the Setup Dialog. Below you can see a Message Summary Report (in Netscape 7.1) ready
for printing.
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Figure 27: A generic report ready to be printed

2. Launch the Print Page Setup Dialog
Once the report is ready, simply click on the Print button. This will launch the Print Page Dialog.

Figure 28: Launch Print Page Dialog

3. Print the report

The Print Page Dialog will show you approximately how your page will appear. The document to be printed
appears in the inner area of the Print Page Dialog and does not include the Print Report header or the Print Page
button. Unfortunately most browsers do not allow an exact layout of how a document should be printed and so
there may be unexpected page breaks or slight formatting changes. If the Print Page Dialog looks like you would
expect it and contains the information you are interested in printing click the Print Page button to send your report
to your system printer. Print Page Dialog seen below (in Internet Explorer 6.1).
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Figure 29: Print Report Dialog

Setup

Effusia Server Management offers various setup options, allowing the user to customize the Application for
efficiency. Use the menu list on the left to navigate between the various setup options. Any of these values can
be changed at any time during the Effusia Server Management Application’s running and the system will not need
restarting. These values are stored on a per user basis, other users are not affected by setup option changes.
Simply edit the desired attributes and click Save. You may have to refresh your current report view however for
the changes to become noticeable.
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Figure 30: Setup Dialog

General Options

1. Data Source

This option lets the user choose what data source the reporting aspects of the Effusia Server Management
Application will use as the archive source. You should not change this unless you are sure that the data source to
which you are changing is a valid Effusia Business Messenger data archive. By default, this should be set to File
(XML format). Optionally, you may have a JDBC (database) archive source; if so, you can change your Effusia
Server Management Application to JDBC to achieve better performance. Once you have the desired data source
selected, click Save. After a short pause you should see a success message indicating the value has been
accepted and saved.

2. Results Format

This option lets the user choose the number of results per page that are displayed from generated reports. By
default this number is set to 15. If you would like to see a larger number of results per page simply input the
number of results you would like to see and click Save. For report quality and speed purposes, the maximum
number of results per page is 250. After a short pause you should see a success message indicating the value
has been accepted and saved.

Report Options

1. Questionable Content

This option lets the user create a global list of Questionable Content filter words. The words defined in this list are
highlighted in all other reports to draw attention to potential questionable content. Additionally these words are
used with the filter list defined in the Questionable Content Report to produce the results of the Questionable
Content Report. Personalized filter lists allow easy monitoring of words that may violate company security,
business practices, or usage policies. To add a word to your filter, simply type the word in the input field beside
the plus icon. Once you have finished typing the word, click the plus icon to add it the below list. If you notice a
typo, or desire to remove the word, simply edit the word in the below list. Once you have added all the desired
filter words to your list click Save. After a short pause you should see a success message indicating the value
has been accepted and saved.
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Figure 31: Questionable Content Filter List Setup

Online Help

The Effusia Server Management Application provides comprehensive help through the Liquid Communication
Systems online knowledgebase. This information is automatically retrieved and displayed within the Effusia
Server Management Application for user convenience. However, if for some reason the user does not have
access to the Internet, this feature will not function and will instead display an error message. Online help offers
common Effusia product documentation, searchable frequently asked questions and technical support responses
written directly by the Effusia Business Messenger development team.

Advanced Effusia Server Configuration

The Properties File

You can customize many advanced features of the Effusia Server by editing the properties file (“properties.xml”)
found in the server s installation directory. If the server was installed using default options, this will be “c:\Program
Files\Effusia Server\properties.xml”. This file uses the XML markup language for describing the various server
configuration options.

Note: It is recommended that Administrators wishing to configure their Effusia Server using this file have an
understanding of both basic networking concepts and XML file formats before editing this file. Errors in this
file can cause the Effusia Server not to start.

Note: Changes made to properties.xml will not take effect until the server is restarted.

Configuring Active Directory Synchronization

The Effusia Server can connect to Active Directories running on Microsoft® Windows® 2000 and 2003 servers.
This allows Effusia to integrate more closely with your company’s existing user infrastructure. Once configured,
your Effusia users may use the same username and password to connect to Effusia as they do to login to their
workstations. Furthermore, Effusia stays in sync with Active Directory so changes made to a user’s
authentication credentials will change that user’s Effusia login.
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What Is Active Directory?

Active Directory is an LDAP-based directory containing users, computer information and any other data that a
company wishes to store in an enterprise-wide directory. Many organizations use this technology as the basis for
user authentication. For more information about Active Directory, see Microsoft® documentation or use the book
Active Directory, 2" Edition by Robbie Allen & Allistair G. Lowe-Norris published by O'Reilly.

How Effusia Integrates

The Effusia Server only uses your Active Directory to retrieve user information such as username, first name, last
name and to perform authentication of users. Authentication is performed securely using the Kerberos v5
authentication scheme. The Effusia Server only performs reads and searches of the directory and will not write
back to the directory. Therefore all user adding and updating options in both the Effusia Server Management
Application and the Effusia Console are unavailable (including changing password from the Effusia Console).
Effusia group information is not read from Active Directory and is stored in an XML format on the file system. All
group management options in the Effusia Server Management Application are available when using Active
Directory. Effusia administrative privileges are also stored in a separate XML format on the file system and are
independent of Active Directory privileges or security groups.

Setting up the Active Directory Sync

By default, the Effusia Server uses an XML and file system-based user storage and authentication module.

Active Directory Sync replaces this with a module that connects to active directory. To use Active Directory, you
must replace the contents of the <user - st or age> in the properties file. The Active Directory technology is very
flexible, leading to widely different deployments in different companies. The actual setup is best described
through examples and the two most common cases are described in this way below. More advanced setup for
those companies that have significantly changed their Active Directory from the defaults can be found under the
Advanced Active Directory Sync section.

Example Setup for Basic Single Domain
An example XML description placed in the properties file for a basic single domain setup is below:

<user - st or age>
<name>AD Users - XM. G oups</ name>
<cl ass>
com |l iquid. effusia.server. usi.|dap. ad. ADUser sXM_.G oupsUser St or age
</ cl ass>
<set up-args type="hash">
<def aul t - adm n- user >bj ones</ def aul t - adni n- user >
<domai n1>exanpl econpany. conx/ domai n1>
<domai nl- user name>ef f usi aADUser </ domai nl- user nane>
<domai nl- passwor d>secr et </ domai nl- passwor d>
</ set up- ar gs>
</ user - st or age>

The company in the above example is called ExampleCompany. The company’s Active Directory administrators
have made no changes to their Active Directory schema and have created their Active Directory users in the
default locations. This company has deployed Active Directory with a single domain named
examplecompany.com. The Effusia Server is located on the same network as the Active Directory Controller
computer and will be able to do a DNS lookup using the domain name to determine the IP address of the domain
controller. The company has a user in their Active Directory whose username is bjones. This user will be given
access by default to the Effusia Server Management Application. For security purposes, ExampleCompany’s
administrators have created a user in their directory called effusiaADUser that only has permission to search and
list objects in their directory. This user’s password is the word “secret.” In this setup, Effusia Users will be able to
login to Effusia with the exact same username and password they use to login to their workstations.

Example Setup for Multi-Domain
An example XML description placed in the properties file for a multi-domain setup is described below:
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<user - st or age>
<name>AD Users - XM. G oups</nanme>
<cl ass>
com |l iquid. effusia.server. usi.|dap. ad. ADUser sXM_.G oupsUser St or age
</ cl ass>
<set up-args type="hash">
<def aul t - adm n- user >bj ones@lomai n1. nul ti conpany. conx/ def aul t - admi n- user >
<user-attribut e- mappi ng>
user name=user Pri nci pal Nanme
</ user-attri but e- mappi ng>

<domai n1>domai nl. nul ti conpany. conk/ donmai n1>
<donmmi nl1- user nane>ef f usi aADUser 1</ domai nl- user nane>
<domai nl- passwor d>secr et 1</ donai nl- passwor d>

<dormai n2>donai n2. nul t i conpany. conx/ donai n2>
<domai n2-control |l er-i p>10. 1. 1. 2</ domai n2-control |l er-i p>
<domai n2- user nane>ef f usi aADUser 2 </ dommi n2- user name>
<dommai n2- passwor d>secr et 2</ domai n2- passwor d>
<domai n2- user - cont ext s>ou=Sal es; ou=Mar ket i ng</ domai n2- user - cont ext s>
</ set up- ar gs>
</ user - st or age>

The company in the above example is called MultiCompany. The company’s Active Directory administrators have
made no changes to the default Active Directory schema. However, they have deployed two subdomains;
domainl and domain2 that have different users that log into them. Additionally, the administrators have set up
two Organization Units (OU’s) in domain2 named Sales and Marketing and have created users in those OU’s.
Domainl’s users are stored in the default location (cn=users). The Effusia Server is located on the network such
that it can do a DNS lookup for the 1% domain but cannot for the 2" domain.

In the example XML above, the <user-attribute-mapping> is used to map the username property of an Effusia
User to the userPrincipalName (UPN) attribute of users in the Active Directory. Microsoft stores the UPN as an
email address-type name in the form “username@subdomain.domain.” This provides a way to uniquely identify
users and authenticate them into the domain in which they belong. In this setup, all Effusia Users must login
using username@domain.multicompany.com or username@domain2.multicompany.com. In the domain2
settings, the <domain2-user-contexts> setting is used to tell the Effusia Server to look for users in the two OU’s
created by the Active Directory admins in that domain.

Since the Effusia Server cannot do a DNS lookup to find the domain2 controller, the <domain2-controller-ip> is
specified explicitly.

Again, for security purposes, the Active Directory administrators have created limited-access-rights users called
effusiaADUserl and effusiaADUser2 in domainl and domain2 respectively.

Advanced Active Directory Sync

The tables below describe all the settings that may be set as tags inside the <setup-args> tag. Settings are both
global and specific to a particular domain. Most of the settings marked as not required will never need to be
specified by except for more complex deployments such as for those companies that have changed their Active
Directory schema or that use more than one domain. See the comments with each setting to determine whether
or not to specify this setting for your deployment.

Global Settings
These settings affect the behavior of non-domain-specific functionality of your Active Directory sync. Only one
property is required, the default-admin-user property. The other properties will only need to be changed for
complex deployments.

Global Setting Required Values Comments

default-admin- Yes Valid Value: Specifies which user in the system will be
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user

Username of user in Active
Directory (as defined by the
user-attribute-mapping setting
below)

used as the default Effusia Admin. This
user will be granted access to the Effusia
Server Management Application.

scope

one-level | subtree

Default:
subtree

user-object-class | No Valid Values: Objects stored in LDAP-based directories
Schema name of the class of | like Active Directory have specific types
object defined as users. called “classes”. The default Active
Directory class for users is “user”.
Default:
user
user-attribute- No Valid Values: This property is a set of key=value pairs
mapping username=sAMAccountName | delimited by semicolons that define what
| userPrincipalName | other attributes of the user-object-class should be
unique schema attribute; mapped to known Effusia user attributes.
first-name=schema attribute; | Known key attributes are username, first
last-name=schema attribute; Important: For multi-domain Active
middle-initial=schema Directories that do not have changes to the
attribute; default Active Directory schema,
goes-by=schema attribute; “userPrincipalName” (UPN) must be
specified for the username attribute. For
Default: single-domain, sAMAccountName may be
username=sAMAccountName | used. If you have made significant changes
; first-name=givenName; last- | to you schema, then these values will need
name=sn; middle-initial: to differ according to your schema.
initials; goes-by=givenName How UPN and SAM affect usernames:
Microsoft stores the UPN attribute in the
email-address-style form
“username@subdomain.domain”. If the
UPN is used for the username, Effusia
Users must specify their usernames in this
format. The sAMAccountName is generally
of the form “username” and if this is used,
Effusia Users need not append the
“@subdomain.domain” to their usernames
when logging into Effusia.
user-search- No Valid Values: How deep under the user contexts specified

for a given domain to search for objects that
are of the type specified by the user-object-
class setting. The “one-level” setting
searches for object contained immediately
under the specified contexts. The “subtree”
setting will look for user objects in any
accessible sub-contexts of the user
contexts specified for a given domain.

Domain-Specific Settings
Domain-specific settings should be specified for each Active Directory domain deployed by your company.
Replace the “N” in the property name with a number for each domain. For example, a two domain company
would use domainl and domain2. See the above multi-domain example for more information.

subdomain.domain

Domain-Specific | Required | Values Comments
Setting
domainN Yes Valid Values: The domain name of this domain. Thisis a

DNS-style name of subdomain.domain
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form. This value will usually be something
like “mycompany.com.”

domainN- No Valid Values:

controller-ip IP address expressed as
XXX XXX XXX XXX of the
domain controller computer

Default:
Determined via DNS lookup
(see comments)

The IP address of the domain controller
computer. If the Effusia Server is located
on the same network as the domain
controller, it will be able to use the above
specified domain name to do a DNS query
and find the domain controller. If the Effusia
Server cannot find the domain controller via
a DNS lookup, specify the address explicitly
in this property.

domainN- Yes Valid Value:

username Username of user in Active
Directory (as defined by the
user-attribute-mapping setting
below) that can list and search
objects in the directory

This must be a username of a user on the
domain with the ability to search and list
objects contained in the directory. This
username must be of the form required by
the attribute specified as the username in
the user-attribute-mapping setting. This
user does not need write access to the
directory.

Note: You may wish to create an Active
Directory user specifically for this task.

to user contexts. Values are
separated by semicolons.

Default:
CN=Users

domainN- Yes Valid Value: The password of the user specified with a
password Password for the user specified | username above.

in domainl-username property

above.
domainN-user- No Valid Value: Specifies the directory contexts in which
contexts Relative ADsPaths which point | user objects are to be found. The types of

objects considered users are defined by the
global user-object-class setting defined
above.

Note: These paths are relative to the
domain specified above so need not contain
“dc=domain,dc=com”-type prefixes.

Configuring Effusia Server Listeners

The Effusia Server supports the ability to listen for connections from the Effusia Console on specific ports and
specific internet protocol (IP) addresses depending on the configuration of the server computer on which the
Effusia Server is running. Each listener may also be configured to allow SSL connections.

By default, the Effusia Server is configured to listen for incoming connections on ports 3410, 3412 and 3414 on
any IP address. The listener on port 3414 requires SSL encryption. These defaults may be changed to be any
port, IP address combinations the user wishes. To configure listeners, locate the section of the properties.xml file

that looks like the following:

<l i st ener s>

</|isteners>

<l i st ener host =" NNN. NNN. NNN. NNN' port="NNNNN' ssl="true|fal se”/>
<l i stener host="NNN. NNN. NNN. NNN’ port="NNNNN' ssl="true|fal se”/>

<l'istener host="NNN. NNN. NNN. NNN' port =" NNNNN' ssl ="t rue| f al se”/ >
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Typically, if one were configuring the Effusia Server to listen on a port accessible via the public Internet, this port
would be an SSL port.

Configuring a Specific Host Address

By default, the Effusia Server will listen for connections on the specified ports using all network address available
to it. For example, if the server computer on which the Effusia Server is installed has multiple network cards and
multiple IP addresses, the Effusia Server will open ports accessible from any of these addresses. To limit the
Effusia Server to listening on only one host address, add the following tag directly under the <ser ver -
properti es> tag of properties.xml file:

<host >NNN. NNN. NNN. NNN</ host >

Valid values for this tag are an IP v4 address of the form NNN.NNN.NNN.NNN (e.g. 192.168.1.1) that
corresponds to the address used by one of the server computer’s network cards.

Note: The Effusia Server returns the value specified by the <host > tag when a client attempts to automatically
discover the Effusia Server’'s connection information.

Configuring XML Message Logging

By default, the Effusia Server logs all messages to XML files in a logs\messages\<date> directory in the Effusia
Server installation directory. To configure XML message logging, locate the section of properties.xml that looks
like the following:

<nessages>
<l og- handl er s>
<l og- handl er >
<nanme>Fi | e</ nane>
<cl ass>
com |l iquid. effusia.server.|oggi ng. MessagelLogFi | eHandl er Fact ory
</ cl ass>
<set up- ar gs>
<di r - pat h></di r - pat h>
<max- si ze>5</ max- si ze>
<rotation>fal se</rotation>
<count >10</ count >
</ set up- ar gs>
</ | og- handl er >
</ | og- handl er s>
</ nessaaes>

The Effusia Server is capable of supporting many message logging formats and media in a pluggable fashion.
Contact Liquid Communication Systems or your authorized Effusia distributor for more information about logging
messages to a SQL database or other data store.

The “File” message log handler included with the Effusia Server can be configured using the tags within the
<set up- ar gs> tag. These properties are as follows:

<di r - pat h>

Valid Values: the full path to a writeable directory

the directory in which new message log directories should be created

<mex- si ze>
Valid Values: any number
the maximum size to allow any log file to grow before it is rotated out (this value is in megabytes)
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<rotation>

Valid Values: true | fal se

This value indicates whether or not log files should be overwritten once the number of files defined by
<count > is reached.

Note: If the number of log files reaches 2048, logs will rotate even if this value is set to false.

<count >

Valid Values: any integer between 0 and 2048

If <r ot at i on> has a value of false, this property is ignored. Otherwise, this is the number of files to
through which to rotate. For example, if this value is set to 10 and <r ot at i on> is set to true, once the 10"
log file reaches <max- si ze>, the first log file will be overwritten by new messages.

To turn off message logging completely, simply remove all <l og- handl er > entries between the <I og-
handl er s></ 1 og- handl er s>. Without any message log handlers specified, the server will not log any
messages.

Configuring Offline Message Storage
To configure where offline messages are stored, locate the section of properties.xml that looks like the following:

<of fl i ne- nessagi ng>
<name>XM_</ name>
<cl ass>
comliquid. nercury.server.of flinemessagi ng. XMLO f | i neMessagi ng
</ cl ass>
<set up- ar gs>
<i nbox-di r>of f| i nenessages</ i nbox-dir>
</ set up- ar gs>
</ of fli ne- messagi ng>

The <i nbox- di r > property can be modified to contain the full path name of any writeable directory. This
directory will server as the location for offline messages. It is generally not recommended to change this property.

Effusia Server Management and Maintenance

Managing the Effusia Server Service

If installed using the defaults, the Effusia Server will run as a Windows® Service in the background. This service
is named EffusiaServer. Windows® Services can be stopped and started by a Windows® user with sufficient
privileges.

To manually stop the Effusia Server service, do the following:

1. Open a DOS command window (access this by going to Start Run, typing cnd in the text box and
clicking Run)
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2. Type NET STOP Ef f usi aSer ver to stop the service

Figure 32: Stopping the EffusiaServer Service

3. You will see a message like the one above indicating that the EffusiaServer service has successfully
stopped

To manually start the Effusia Server service, do the following:
1. Open a DOS command window (access this by going to Start Run, typing cnd in the text box and
clicking Run)
2. Type NET START EffusiaServer to start the service

Figure 33: Starting the EffusiaServer Service

3. You will see a message like the one above indicating that the EffusiaServer service has successfully
started.
Note: Because services cannot display output directly to the console when they start, the Effusia Server
generates a file describing its startup actions called stdout.txt in the Effusia Server installation directory.
Refer to this file if you see an error message indicating that the EffusiaServer service failed to start
successfully.

General Maintenance

In general, an Effusia Server running as a Windows Service requires no maintenance. It will start when the
computer starts and will run in the background. If you do experience loss of connectivity, you may want to restart
the server.

Backing Up

If the Effusia Server is using the default settings for message logs, system logs, offline messages and user
information, backing up the Effusia Server requires only that the | ogs directory, of f | i nenessages directory,
Iicense.lic fileand User St or age. j ar file be copied to a safe location or backup media. These files are
located in the Effusia Server installation directory.
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Restoring From Backups
If the files described in the Backup Up section above have been backed up to storage media and the Effusia
Server needs to be restored for some reason, do the following:

1. Reinstall the Effusia Server following the onscreen instructions

2. Specify that the Effusia Server should not start itself after installation

3. Provide the backed up license.lic file when the installation asks for it

4. Once installation is complete, copy the backed up files and directories directly into the Effusia Server

installation directory overwriting any files that are already there
5. Start the server as described in the section on starting services

Uninstalling Effusia Server

Running the uninstaller accessible from Add/Remove Programs in the Control Panel can uninstall most elements
of the Effusia Server. However, users should follow the steps below to ensure that every aspect of the Effusia
Server is uninstalled.

Step 1: Uninstall the Windows Service
Do the following from a DOS command prompt
1. Change directories to the Effusia Sever installation directory
2. Execute uni nst al | servi ce. bat. This script will stop the EffusiaServer service if it is running and
remove it from your system.

Step 2: Uninstall the Effusia Server Application

Do the following to uninstall the Effusia Server application:
1. Open the Windows Control Panel by clicking Start Settings Control Panel
2. Double click the Add or Remove Programs icon
3. Select Effusia Server and click the Remove button

Step 3: Remove the Effusia Server Installation Directory
The Effusia Server uninstaller cannot remove files (such as logs) created while running the Effusia Server. To
delete these files manually, do the following:

1. Go to the directory directly above the Effusia Server installation directory (usually c:\Program Files)

2. Delete the Effusia Server directory

Frequently Asked Questions

What browsers does the Effusia Server Management Application support?

The Effusia Server Management Application has been tested on Internet Explorer 5.5+ and Mozilla Firefox 1.0. If
you find problems using the Effusia Server Management Application with your favorite browser please contact the
Effusia Development Team.

| clicked the “Launch Effusia Server Management” logo but nothing happened, why?

If you have a popup-blocking application installed and set at the highest security levels it is possible it will interfere
with the workings of the Effusia Server Management Application. Please add the Effusia Server Management
Application to the popup killer's exclusion list or temporarily disable the pop-up killer while working with the Effusia
Server Management Application. Also please make sure that you are using a current major-name browser. If
neither of these issues seems to be the problem please contact technical support.
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Where are the Effusia Business Messenger logs?

By default, the Effusia Business Messenger logs are stored in the logs\messages directory inside the Effusia
Server installation directory (usually “c:\\Program Files\Effusia Server” on Windows). Each time the server runs, it
creates a new directory under “<install directory>\logs\messages” named with the date and time the server starts.
The messages sent during that run of the server are stored in files inside that directory.

What are the differences in storing the Effusia Business Messenger logs in XML versus JDBC?

XML Files are simply specially formatted text files that make it easy to store and extract data. These log files are
processed sequentially and message are retrieved as they are found. JDBC message logging is backed by a
SQL database. These databases are optimized for fast retrieval of data and store information such that it can
easily be retrieved without sequential searching. Therefore, searches using XML message logging will begin to
take longer as more messages are stored by the server whereas JDBC message log searches will generally be
faster and will not be affected significantly by an increase in the total number of messages stored.

Do | have JDBC abilities? Can | get it?

JDBC (database) archiving requires additional installations and technology. Most likely you do not have JDBC
enabled for your Effusia Business Messenger installation. If you are interested in more information about the
added benefits of utilizing JDBC please contact technical support.

The Print Page Dialog shows my report on one page, but when printed it is on two pages, why?
Unfortunately most browsers do not allow a strict control over how content is printed. This means that the Print
Page Dialog can only show you an approximation of how your printed report will look. It cannot determine or set
page breaks. We are sorry for this inconvenience and are working towards a solution.

Why are some words highlighted (or underlined)?

The Effusia Server Management Application allows Administrators the ability to create custom flag word or filter
lists. This list can be viewed and edited in Setup > Report Options > Questionable Content. Words added to this
list will show up highlighted when viewed in the application and will be underlined when printed. Questionable
Content filter word lists can be different for each Administrator so the user can customize his or her Questionable
Content filter word list to their specific needs. The word list also includes the option to include a list of typical
abusive curse words and slurs. It is possible that these words will be erroneously flagged when they are part of a
larger word. For instance, the word “tablet” would flag the Questionable Content filter word “table” and the “table”
part of “tablet” would appear highlighted or underlined when the report is produced.

What format should lists be in (i.e. how should file extensions or word lists be separated)?

The report input fields can take multiple inputs when appropriate. Many of the report input fields have selector
tools built to aid you in the selection of multiple values. For instance, both the time range and user inputs have
selector tools that provide an easy way to select a custom time range or a particular set of users. However, for
some fields users can input any desired data. In lists where the user does not have a selector to assist with input,
multiple values should be comma separated. An exception to this is the Message History “Containing the
word(s)” input field. A user can type any word here. Words separated by spaces are treated as separate search
terms while words specified inside quotation marks are treated as an entire phrase.

Who can | contact for help?

If you have sales questions please contact your authorized Effusia Business Messenger distributor or send an
email to sales@effusia.com.

If you have technical questions please contact your authorized Effusia Business Messenger distributor or send an
email to support@effusia.com. Liquid Communication Systems maintenance customers may contact their Liquid
support representative any time via email or phone during regular business hours.
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Glossary

Effusia Business Messenger — Effusia Business Messenger is made up of three different applications: Effusia
Server, Effusia Console, and Effusia Admin Tool. These three applications work together to provide a secure,
real-time instant messaging system designed to meet the unique needs of small to medium sized businesses.
More information on Effusia Business Messenger can be found at www.liquidcs.com/effusia. The Effusia
Business Messenger is a trademark of Liquid Communication Systems, LLC.

Effusia System Administrator — Effusia System Administrators are administrators who are set up within the Effusia
Business Messenger system. These are people who have been given rights to create and edit Effusia Business
Messenger groups. For more information about Effusia System Administrators please read the Effusia Server
documentation found with your installation.

Input Field Label — The adjoining text that indicates the nature of a report input field. For instance the words
“Between the dates:” would be the field label for the time range input field. If improper data is entered into a
report input field or an input field is required the field label associated with the input field will become red.
Hovering over the field label should display useful troubleshooting information.

JDBC — JDBC is an acronym for Java Database Connectivity. If your company wishes to explore databasing
solutions to improve the speed and accessibility of your Effusia Business Messenger archives please contact the
Liguid Communication Systems support.

Knowledgebase — A collection of articles or frequently asked questions that provide technical or usage support of
a particular product or set of products. The Effusia knowledgebase is publicly accessible and can be found at
http://www.liguidcs.com/support/Home.php.

Report Input Field — Report input fields are the areas that take user input on the Effusia Server Management

Application report forms. An example of this would be the “Between dates:” input field, which takes a specific
date range as a valid input. If an input field does not have a selector associated with it, input can be comma

separated.

Selector — A selector is a “widget” which allows easier user input. The Date Selector and User Selector are
examples of this. Clicking on their corresponding icons will launch selectors. More about the Date Selector and
User Selector can be found in Generating Reports.

Session — The period of time and activity where a user is authenticated and logged into the Effusia Server
Management Application. It is important to end your session by logging off and closing the Effusia Server
Management Application when you are done creating reports. This is essential to keep your data secure.

Troubleshooting

Below is some information on fixing common problems encountered while installing and running the Effusia
Server. For the most up-to-date information, please consult the Effusia Business Messenger KnowledgeBase at
http://www.effusia.com/kb.

Effusia Server will not start as a service
Possible Solutions:

You have not correctly installed your license file or your license has expired. Make sure a file called
license.lic exists in the Effusia Server installation directory. Open the file if it exists and check the expiration
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date. If you do not have a license file, or if yours has expired, please contact Liquid Communication
Systems.

There was a problem with the service installation. Please follow the uninstallation instructions and re-install
the Effusia server.

Windows says that the Effusia Server cannot start, or it started, but users cannot connect
Possible Solutions:

You are trying to connect to the wrong address or port number. Check the IP address of the server, and if
you have not modified the “properties.xml” file, the port numbers should be 3410 and 3412 for non-SSL
connections and 3414 for SSL connections. If you have changed the port numbers, check the

<l i st ener s> tag in the “properties.xml” file for the correct port numbers.

Some other application may be listening on the ports that were specified for the Effusia Server. Look at the
file called “stdout.txt” in the Effusia Server installation directory. If a message similar to the following
appears, the Effusia Server ports should be changed (to change ports, read the Advanced Configuration
section of this document):

Connecti onLi stener: Initializing...
Connecti onLi stener: [WARNI NG j ava. net. Bi ndExcepti on: Address already in
use: JVMBind - Port: 3,410
Connecti onLi stener: [WARNING | ava. net. Bi ndExcepti on: Address already in
use: JVMBind - Port: 3,312
ConnectionLi stener: lInitializing Secure Socket Layer Support...
Connecti onLi stener: [WARNI NG | ava. net. Bi ndExcepti on: Address already in
use: JVMBind - SSL Port: 3,314
There was a probleminitializing the server:

The server was unable to listen for connections on the specified ports!
Server is shutting down.

You have not correctly installed your license file or your license has expired. Make sure that the file, called
"license.lic," is in the Effusia Server installation directory. Open the file if it exists and check the expiration
date. If you do not have a license file, or if yours has expired, please contact Liquid Communication
Systems.

There is a problem with the user database. Please try to log in to the server using the admin tool and check
the list of users and groups and the users passwords.

There was an error during installation of the server. Please try uninstalling the server, then re-installing it.
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